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MISSION 





We endeavour to sound ALERTS and create 
AWARENESS about the myriad dimensions and 
manifestations of DEFENCE and SECURITY 


in India and around the world. 
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the Ministry of 
Home Affairs has 
the potential to 
create quite a 
storm in Centre- 
State relations. Implicit in this 
is a threat to officers of the 
Indian Police Service to serve 

on central deputation at the 
rank of Superintendent of Police 
or Deputy Inspector General, 

or be debarred from serving in 
the future. IPS officers in these 
ranks are undersubscribed in 
various Central Armed Police 
Forces, preferring to stay in the 
various state cadres with which 
they are associated. MHA finds 
this to be unacceptable, and 
instead of appreciating conditions 
from ground level upwards, are 
threatening. 


This really doesn’t help matters 
since the campaign against 
terrorism has to begin from the 
smallest level in order for it to 
be successful in the long run. 
To assume that directives from 
the top are all that it takes to 
tackle this menace is not the 
correct mantra for success. The 








preparedness of the local police 
and its functioning efficiency 

with other agencies involved 

in the campaign is the best 
antidote for this affliction. And its 
implementation has to begin at the 
local level for it to become a well- 
tuned efficient machine all the way 
to the top. 


In India, and the structure of 
governance that it has adopted 
since independence in 1947, the 
term local means district. Which 
is where the maximum number 
of citizens continue to live in 

this country. So, the successful 
implementation of security 
systems has to be aimed at that 
level. That is why the continuing 
service of IPS officers within the 
state cadres is very important. 
There is, of course, the practical 
aspect of these officers educating 
their school-going children which 
is where most of them would be 
engaged while at these ranks. The 
professional aspect is, however, 
just as important. 


The professional aspect involves 
synergy between the district police 
and the various security agencies 
involved in the business of keeping 
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a check on bad-hatters. In this case, 
the security agencies are of both 

the central and state governments, 
and that is why it is essential to 
have dynamic and energetic IPS 
officers available at this level to 

be the fulcrums around which 

this system will operate. When an 
efficient security apparatus has 
been established at the district level, 
it is then easy to coordinate even 
with the decision-making level. For 
the leadership in the district has 
prepared the ground. 


This is essentially why the IPS 
officers in the states must not be 
treated with disdain and threats. 
Their contribution to the national 
effort at countering terrorism 

is crucial, from the districts 
upward. The capabilities of Punjab 
and Jammu & Kashmir Police 
forces are so well known from 

the various actions they have 
undertaken. Not all state police 
forces have reached those levels. It 
is essential that all states give due 
importance to police leadership at 
the crucial levels so as to enhance 
capabilities. This is most vital in 
Naxal-infested areas, which are 
the largest under threat in India. 
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SECURITY 


= ALERE= 


EMPOWERING INDIA’S 
SECURITY 


APPARATUS 


omplexities and modus-operands of the terrorism and other criminals have 
changed multifold in the past few years. Some countries have adopted the best of 
the best technologies and equipped their police and the security forces to counter 
any activity by criminals and terrorist groups. This has actually let them control 
their activities and put a good check on what is happening against their national security. 








Till 2014, in India, no proper attention was given to the national security by the then 
government and thus a lot of terrorists, Naxal and criminal Nexus-oriented activities 
happened in the country and the worst part was that the then government did not pay 
heed to the policy and decision-makers to equip the police and security forces. As a result, 
thousands of innocent people and our security and police personnel had to sacrifice their 
lives. It was only when the new government came into power that major changes were 
brought to the systems related to the police and security forces. The first and the foremost 
change which the new government brought was the uplifting of the morale of our police and 
security forces which has gone very down in due course of time. 


From 2014 till now, our police forces and the security forces are not only having great pride 
and honour in their profession, but they are also having the freedom to use their might as per 
the laws without any political inference by anyone. The results are excellent and a common 
man feels more safe and secure in the country. The nexus between the criminals, terrorist 
groups, money launders, drug traffickers and many such operators are scared of either being 
imprisoned or shot at sight by the police and security forces. 


A recent move by the Home Ministry to extend the operations of the Border Security Force 
from the Borders to 20 km inside the cities in the Border States has been an excellent 
initiative, empowering the BSF to control and vigil on the movements of any anti-national 
activist in any manner. It was opposed by all the political parties but no importance was given 
to the opposition to this very move and BSF is working more efficiently in the Border States. 


In the last few years, the current government has made a very clear policy to procure the 
latest arms, ammunitions, telecommunication technologies and other products to empower 
the police and security agencies and a huge amount has been earmarked for the same in the 
national budget. Cyber Crimes and other terrorist activities are being operated in the cyber 
world these days and this is quite an alarming situation and it was very important that our 
police and security forces are well trained to handle the cyber threats and challenges. A lot 
of such cyber training have been introduced to the police and security forces and they are 
becoming quite familiar with such cyber threats and challenges. 


I am sure that under the leadership of our Honourable Prime Minister Shri Narendra Modi 
and our Home Minister Shri Amit Shah, our police and security forces will be more 
result-oriented to make the environment safe and secure for the common man in India. 


This particular edition, dear reader, will enable you to understand the role of India’s police 
and security forces and how well prepared they are to safeguard national security. 


Jai Hind! 


paren 


en 


Pawan Agrawal 
Chief Executive Officer 
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PREPAREDNESS 


OF INDIAN POLICE 
TO COUNTER TERRORISM 





We must always remember that Pakistan is determined to keep the pot 
boiling in J&K and that it loses no opportunity to finance and encourage local 
terrorist formations. It is absolutely necessary, therefore, that the police and 
the security agencies of the country should be fully prepared to deal with any 
kind of terrorist threat emanating from within or from outside the country. 
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errorism has had a 
devastating impact on 
India. During the last 
twenty years, there 





have been a number 
of major terrorist 
attacks within the country. 


In 2001, the Lashkar-e-Toiba and 
Jaish-e-Mohammed terrorists 
stormed the parliament complex 
in Delhi. In 2005, there were 
serial blasts in Delhi on the eve 
of Diwali. In 2006, there were 
blasts in Mumbai with pressure 
cooker bombs in local trains. The 
year 2008 witnessed a number 

of serious incidents: on May 13, 
there were a series of explosions 
in Jaipur in which 71 people were 
killed and more than 200 injured; 
on July 26, there were blasts in 
Ahmedabad in which 56 persons 
were killed and more than 200 
injured; on September 13 and 17, 
bombs exploded in the markets of 
Delhi in which 23 persons were 
killed and 120 others injured; 
and on November 26, ten LeT 
terrorists, who had travelled by 
sea route from Pakistan, attacked 


O 





eight locations in Mumbai City, 
killing a total of about 160 people 
and injuring about 300 others. 


India’s Response To Terror 


In the wake of 26/11 attacks in 
Mumbai, the Government of India 
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Sarojini Nagar in New Delhi, 30 October 2005. 
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undertook a number of measures 
to strengthen the security 
architecture of the state. These 
included: 


e setting up NSG hubs at 
Regional Centres (Hyderabad, 


a, 
5 





Indian workers clear debris at the site where bomb blast rioped through a market place at 
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Kolkata, Mumbai, Chennai), Bureau for effective 


intelligence sharing, and 
e starting Counter-Insurgency 





and Anti-Terrorism Schools e reinforcing coastal security. 
(20), 
The Government of India’s 
e establishing the National response to terrorism has 
Investigation Agency, undergone a major change in 
recent years. It has decided to 
e carving out a Multi-Agency retaliate across the international 
Centre within the Intelligence borders to convey that there fa 
PRAKASH SINGH 


The writer was formerly Director 


What is worse, due to the 

. . Ow ®@ r ® 
increasing pol itic isation of the force, aneithnin onli dean 
professionalism has taken ca [MgndesopeeUPand ber Assan 
nose-dive _ _ 








Home Minister Amit Shah inaugurates the campus of NSG Regional Hub at Kolkata. 
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would be costs to the export of 
terrorism. In 2019, in the wake of 
a terrorist attack at Pulwama in 
J&K, in which 46 CRPF personnel 
were killed, India retaliated with 
full force at Balakot in Pakistan, 
destroying terrorist camps and 
killing a sizeable number of 
terrorists. The country is also more 
vigilant about terror financing. 
The material furnished by it to the 
Financial Action Task Force (FATF) 
on Pakistan’s funding of terror has 
kept that country on the grey list. 


Role Of Police 


However, we have to remember 
that in the internal security 
theatre, it is the police which 
is the first responder to any 





terrorist crime. Whether it is a 
terrorist attack in J&K, in the 
hinterland or in the northeast, it 
is the local police who first react 
by securing the scene of crime, 
lodging an FIR and conducting 
preliminary investigations. It is 
only later on that the central 
agencies, wherever necessary, 
step in. The Government of India 
may deploy the NSG, launch 
counter-attacks through Central 
Armed Police Forces and hand 
over investigations to the CBI or 
the NIA, but the success of these 


measures invariably depends on 
the professional approach of state 
police at the ground level in the 
initial stages. Unfortunately, this 
is the weakest link in our chain. 
The police in India continue to be 
under-staffed, under-resourced 
and over-worked. What is worse, 
due to the increasing politicisation 
of the force, professionalism has 
taken a nose-dive. Intelligence 
collection is poor, responses are 
slow and investigation is shoddy. 
The central agencies, more often 
than not, find it difficult to make 


The country is also more vigilant about 
terror financing 


— 


Indian soldiers and Medicos at the site of an explosion in Lethpora in south Kashmir’s Pulwama district, 14 February 2019. 
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up for the deficiencies and even 
blunders committed during the 
initial stages. 


Restructuring In Police 
The Supreme Court gave a historic 
judgment in 2006 for radical 
reforms in the police. Its directions 
included setting up a State 
Security Commission to insulate 
the police from extraneous 
pressures, prescribing a procedure 
for the appointment of a police 
chief and giving him a minimum 
tenure of two years, separating 
investigation from law and order 
work in metropolitan cities, 

setting up a Police Establishment 
Board to give autonomy to the 
departmental officers in matters 

of postings and transfers anda 


F DISTRICT 
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MSCS OO nats. 


Complaints Authority to look into 
complaints of serious misconducts 
against policemen. The orders 
have, however, generally not 

been complied with and there are 
violations of the judicial directions 
in letter and spirit. As a result, the 
colonial police structure continues 
to hang like a millstone around 
our neck. 


According to The Status of Policing 
Report, 2019, police personnel in 
the country work for an average 

of fourteen hours a day, their 
training is abysmal while the 
infrastructure is pathetic. There 
are 70 police stations which have 
no wireless devices, 214 police 
stations which have no access 

to telephones, and there are 24 
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police stations which have neither 
wireless nor telephones. 240 police 
stations have no vehicles at all. No 
wonder, the police find it extremely 
difficult to meet the expectations of 
the people. 


The major terrorist groups 

active in India include Lashkar- 
e-Toiba, Jaish-e-Mohammed, 
Hizbul Mujahideen, ISIS, and 
the Al-Qa’ida— apart from 

several indigenous groups 
including the Indian Mujahideen. 
The Government of India, 
according to the US Country 
Reports on Terrorism, 2020, 

has made “significant efforts 

to detect, disrupt, and degrade 
the operations of terrorist 
organisations within its borders.” 
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countries that work with 


The professional competence us. 
of the state police leaves much to be | 
© It should be possible for our 
desired government to formulate its policy 


on the above lines with such 
changes as may be necessary, 


However, there is a lot more that features of the US policy, keeping in view the local 
needs to be done. as laid down by the State conditions and the specific nature 
Department, are: of the threat. 

Hindrance In Reformation 

The chinks in our protective © Make no concession to 2. State Police: The state police 

armour or the factors which terrorists and strike no which performs a key role 

detract from the preparedness deals. in dealing with the terrorist 

of the police and the security threat is in shambles. The 

agencies are summarised below: © Bring terrorists to justice thana, the basic unit of police 

for their crimes. functioning, is in a most 

1. Anti-Terror Doctrine: We pathetic state. The professional 
have not cared to define e Isolate and apply competence of the state police 
our anti-terror doctrine. pressure on states that leaves much to be desired. The 
Different governments at sponsor terrorism. intelligence machinery has 
different periods of time have been politicised. It is geared 
responded differently to the e Bolster the counter- more to bolster the party in 
terrorist threat. The salient terrorist capabilities of power and cover the activities 





NSG Commandos. 
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The police team detained suspected ISIS supporters who planned to carry out terror attacks in the city. 


of its political opponents than 
to gather information about 
subversive and anti-national 
elements. 


3. Specially Trained Forces: In 
US, each branch of the armed 
forces has its own elite units: 
Army Rangers, Green Berets, 
Navy SEALs, Delta Force 
and the USAF Special Ops. 

In India, National Security 
Guard is the premier force at 
the central level to deal with 
anti-terror operations. The 
states should have similar 
units to deal with any threats 
at the local level. 


4. Legislative Back-Up: The 
security agencies need a 
strong and comprehensive 
anti-terror law to support 
their operations in the field. 

In India, every time there is a 
change of government, the law 
on the subject is either diluted 
or repealed and a new Act 

put in place. We had Terrorist 
and Disruptive Activities Act 


(TADA) in 1985. This was 
replaced in due course by the 
Prevention of Terrorism Act 
(POTA) 2002. Currently, we 
have the Unlawful Activities 


(Prevention) Act (UAPA), 2008. 


NCTC: It is a pity that we have 


not been able to establish the 
National Counter-Terrorism 
Centre due to opposition from 
the states. The centre should 
hold a dialogue with the 
states on the subject, address 
their legitimate concerns and 
persuade them to agree on 
setting up the NCTC in the 
larger national interest. 


Unified Command: A Unified 
Command of the civil and 
defence forces is absolutely 
essential to deal with any 
major terrorist threat. The 
concept has been accepted 
in the country and applied 
in J&K and in Assam. Its 
implementation, however, 
calls for improvement. There 
is generally inertia from the 
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civil side and reservation from 
the army side. These need to 
be sorted out and we must 
ensure that the civil and 
defence forces act in unison. 


The terrorist threat is real. A 

recent report of the UNSC’s 1267 
Committee says that Al-Qaida in the 
Indian Sub-continent (AQIS) operates 
under Taliban protection from 
Kandahar, Helmand and Nimruz 
provinces. ISIS also continues to be 
a formidable force, especially with 
the US’ attention diverted to Ukraine. 
Fortunately, there has been no major 
terrorist incident in recent years. 
However, that should not generate 
any sense of complacency. We must 
always remember that Pakistan is 
determined to keep the pot boiling in 
J&K and that it loses no opportunity 
to finance and encourage local 
terrorist formations. It is absolutely 
necessary, therefore, that the police 
and the security agencies of the 
country should be fully prepared to 
deal with any kind of terrorist threat 
emanating from within or from 
outside the country. BSA 
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WHOIS 
SECURE? 


A nation’s economy must be guarded, and sustainability ensured in every 
possible sense. Its people must be adequately fed; its production (agricultural 
and of manufactured goods) must be robust so that people have jobs and 

they can buy food grains. That the forex reserves need to be substantial and 


political governance effective, along with an overall positive atmosphere in 
the country which is conducive to growth; to innovation and excellence; and to 
the development of a strong national character—are also the pre-requisites 
of a nation’s secure status. 





The Scene In Asia be one example of a non-military Shanghai is witnessing large- 

In all directions and at all degrees threat to national security looming scale protests as the noose of 
whereto we crane our necks, in large and blowing itself to become anti-covid curbs gets tighter by 
our neighborhood, there seems to larger! the day and people feel suffocated 


and repressed. The lockdown- 
unleashed anger ts growing. 


Pakistan ts witnessing political 
turmoil and infighting, and no one 
can predict the unfolding of the 
drama in the next 90 days or so. 


The Taliban in Afghanistan seeks 
to tighten its iron-fist on the civil 
society and at the same time, is 
knocking doors for food and its 
frozen funds. 


Myanmar’s military and the ousted 
civilian government are embroiled 
in a confrontation that threatens 

to paralyse the politico-economic 
systems further. 


And, Sri Lanka is facing the most 
daunting of times ever... It has no 

. money to buy medicines, food, fuel, 
Leader of the opposition Mian Muhammad Shehbaz Sherif, brother of ex-Prime Minister Nawaz paper, or anything else. People 


Sharif, gestures as he speaks to the media at the Supreme Court of Pakistan in Islamabad, are out on the streets. National 
Pakistan, 07 April 2022. 
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Emergency and now a Health 
Emergency too has been imposed. 


Do all of these scenarios affect 
the security-status of a nation? 
Do all of the above events 
threaten stability, integrity 
and unity of a nation? Do all 
of the above crises ultimately 
undermine national morale, 
ethos and character? 


Yes! Yes! And, Yes! 


The burgeoning non-military 
threats to National Security: 


The non-military dimensions to 
national security have always been 
there. 





They have threatened nations 
from within and at its frontiers 
time and again. However, policy- 
makers worldwide, whether due to 
the pressures from their respective 
military-industrial complex, or 
otherwise have chosen to heavily 
rely on the military dimension 
alone. We spend billions and 
continue to do so, in amassing 
weapons or attempting to make 
them deadlier than ever. After all, 
once all are perished—who is going 
to use the weapons to destroy 
dead people and a devastated 
planet 500 times further on...? 


The threats which have 
consistently emanated from the 


non-military sources have been 





Marie Antoinette Josephe Jeanne was the last Queen of France before the French Revolution. 
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and authored 9 books till date. 
One of her books is titled: 
National Security: Emerging 
Dimensions and Threats, 
published by Pentagon Press, New 
Delhi. Her blogs can be read at: 


navniitspeaks.wordpress.com 


glaring at us ever since wars 
began on Earth. Many emperors 
and their empires perished not 
because invaders breached the 
security at their borders and 
invaded and plundered but 
because there were food shortages 
within the borders. Many 
revolutions have erupted because 
the bread was scarce and other 
necessities unabashedly costly. 
One is reminded of the story that 
attributes the infamous statement: 
‘if they do not have bread, let 
them eat cake’ to Queen Marie- 
Antoinette. Her beheading and 
the French Revolution followed 
thereafter. Whether she actually 
said that or not, rulers living 
luxurious lives have nearly always 
been oblivious to the suffering of 
their poor and starving people. 
Citizens of such impoverished 
and battered societies have 
traded their bodies, souls and 
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even their national secrets or 

their moral responsibilities for 
food. The coining of terms such 

as food security may be a recent 
development, but stories of hunger 
and famine have ravaged our 
psyche and almost destroyed 
nations, for hundreds of years. 


What Is Food Security? 
Throughout history, wars have 
been fought over food. 


Either natural disasters triggered a 
food crisis, or emperors have been 
driven to wage battles—hungry as 
they were, for amassing food. Or, 
people have overthrown empires 
because hunger desperately drove 
them towards violence. 


Even the mighty Ottoman Empire’s 
downfall began due to a similar 
reason, it is believed. Sultan Selim II 
loved his wine (from Cyprus) more 
than anything and anyone. When 
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ESCALATING THREAT 


he started to run out of this wine 
in 1571, he attacked Cyprus to get 
more supplies. He lost his entire 
navy in the war and the downfall of 
the Empire thus began. 


The list of instances in which 
food—either its availability or the 
lack of it, led to battles and chaos, 
is a long one. Romans, in and 
around 30 BCE, after the death 
of Cleopatra, had attacked and 
conquered Egypt so as to ensure 
supplies of grains for centuries. 


In The Present Times 

On paper, we have begun to spare 
time and effort to define and work 
out the nuances of this highly real 
and actual crisis at hand. Yes, this 
reality of food security is multi- 


dimensional and the requirements 
of men, women, children, and 

the elderly differ in terms of food, 
but the crux of the matter is 

that: when ‘all people at all times 
have access to sufficient, safe 

and nutritious food to maintain a 
healthy and active life’, that it can 
be said that food security exists. 
However, though an ideal, this 
has been a far-fetched goal. And 
the goals of food security have 
eluded us all the while because we 
still believe that if there are food 
shortages, it is a humanitarian 
issue. Nothing could be far from 
the truth. As long as we treat 

this insecurity as a humanitarian 
issue—we will simply try to bundle 
off a few emergency-food supplies, 
charity and aid-packages to 


Food insecurity is a grave national 
security threat 


Volunteers serve hot food to refugees fleeing the conflict from neighbouring Ukraine at the Romanian-Ukrainian border, in Siret, Romania. 
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The Russia-Ukraine crisis poses a serious food security threat for Egypt. 


nations which are hit hard and 
believe that the crisis has been 
tided over. 


Food insecurity is a grave national 
security threat. 


It is a signal that local production 
has declined or there are severe 
shortages of water or there are 
logistical and infrastructural 
handicaps or one segment of 

the society is hoarding the food, 
leading to shortages. All of these 
are grave issues. If the reasons 
for a food crisis are that there is 
political instability or a sudden 
surge in unemployment or there is 
disaster unfolding (as is the case 
in Ukraine now), the solutions 
still do not lie in sending relief 
packages to deal with the issues 
temporarily. 
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Just as securing borders from 
external threats is a goal that 
needs vision, resources, thoughtful 
and strategic planning, time, 
comprehensive approach and 
commitment—so also, coping with 
this threat does. It is not a matter 
as simple as this, that a nation 
scales up production of food or 
imports food grains and the threat 
gets decimated forever. 


There are ample examples of 
nations wherein there is no 
shortage of production of food 
grains; in fact, there is surplus 
production and yet, poverty and 
hunger prevail because there are 
lapses in distribution and / or 
the purchasing power of the 
people has eroded. Thus, 
whether food grains are being 
exported or are rotting away in 


May 2022 DEFENCE AND SECURITY ALERT s 





YEARS OF 
EXCELLENCE “ 





dilapidated storehouses, the fact 


that they are not reaching the 
citizens adequately—implies that 
impoverishment is hammering at 
the national fabric. Hungry and 
agitated people will ultimately 
destabilise polity and cause unrest 
in society. All of these, have on 
many earlier occasions, proved to 
be fertile grounds for the spread 
of insurgency, civic turmoil and 
erosion of national ethos, at 
different times in different parts of 
the world. 


The Present Situation In 
Sri Lanka 

While our eyes are glued to the 
unfolding of events in Pakistan, it 
is the precarious scenario in Sri 
Lanka that should be a matter of 
utmost concern for us. 
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Foreign invasions can also be dealt 
with effectively, only if well-fed and 
robust people stand solidly behind a 
stable and strong government 


A state of national emergency, 
followed by a health emergency 
has been imposed in Sri Lanka. 
The tiny island nation, akin to the 
condition of many corporate giants 
which borrowed heavily and then 
couldn't repay, is finding itself 
unable to pay off the accumulated 
debts. Many analysts have pointed 
out that sadly, a nation can be 
seen turning into an NPA. While 
the debt-trap in which they have 
fallen was anticipated much 
earlier, and the fact that the 
pandemic would hit their tourism 
was also foreseen, but what is 


on 19 April 2022. 





most shocking is that a nation 
whose soil was and is so very 
fertile is facing food shortages? The 
native Sri Lankans do not waste 

a single inch of their land; even 
small house-holds plant something 
or other on every inch of space 

in their compounds and survive 

on their home-grown supplies of 
vegetables, fruits, roots, leaves, 
and so on. How and why are they 
starving today? 


In Sri Lanka today, there is no 
food; no fuel; no power and not 
even paper for students to appear 
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Members of Sri Lanka’s opposition political party National Peoples Power shout anti-government slogans during a protest rally in Colombo, Sri Lanka, 
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for exams! And, it has to honour 
commitments to the tune of $7 
billion towards debt repayment in 
this year itself. Yes, the economy 
has been gravely mismanaged. The 
Indian government too, was being 
pressurised, during the Covid-19 
crisis, that it should print more 
currency or lower the tax rates etc. 
so that the load on the citizenry 
becomes easy to bear and people 
could purchase more. Fortunately, 
though, no such advice were 
heeded to. 


The immediate reasons for this 
kind of collapse seem to be two: 


e Badly-hit tourism industry, 
due to the pandemic 


e A haphazard shift to organic 
farming 


The underlying reason is, of course, 
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the huge loans that they took on 
high-interest rates. Sri Lanka’s 
GDP is about $80 billion. Its 
imports are to the tune of about 
$20 billion and exports, approx. 
$10 billion. It has always relied 

a little too heavily on tourism, 
which like the other activities in 
the Service sector, cannot always 
assure a nation of returns. A nation 
that has a strong manufacturing 
base, as China has, is assured of 
stable returns for long because 
demand for manufactured goods 

is unlikely to see steep falls ina 
matter of days or months. However, 
a few sporadic incidents such as 
an epidemic or a terror attack ora 
scandal or political turmoil or even 
an act of arm-twisting by a giant 
power can send jitters down the 
services industry—be it tourism, 
or BPO or banking, shipping, or 
insurance and the like. 


Then, there are other underlying 
domestic reasons that are 
purely political and economic for 
which those in power need to be 
questioned. 
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People in Sri Lanka have been protesting for we 
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Since the past few months, 
matters have become worse. The 
spiraling effects have taken over. 
Violent protests by the masses 
have begun, which may deter the 
tourists further. If the Russia- 
Ukraine crisis escalates or isn’t 
resolved soon, Sri Lanka’s exports 
will continue to be impaired. 
Russia, hitherto one of the biggest 
importers of Sri Lankan tea, 
accounted for nearly $140 million 
of its total $1.3 billion worth of 
tea exports. Both Russia and 
Ukraine are important markets for 
Sri Lanka and the current scene 
doesn’t augur too well for nations 
that have been trading with both 
these nations. As it is, due to 
agitated demands for an increase 
in wages and other economic 
issues, the tea factories are 
struggling to run their operations 
normally in Sri Lanka. Most of 
the units are facing power cuts 
for nearly 12-13 hours a day and 
the shortages in fuel supplies are 
hitting them hard further. Experts 
warn that production may fall 

by 20-25 per cent in the island 
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nation. This will impact exports, 
which in turn will further shrink 
their forex reserves. Further, 
they will have to borrow afresh to 
import the essentials such as oil. 


Sri Lanka is certainly in a debt-trap. 
The currency has depreciated 
terribly. The nation has never been 
more vulnerable ever since its 
independence. Once a country falls 
into a debt-trap, its independence 
and its choices or courses of 
action in all areas of its national 
life, and in fact, its entire identity 
is thwarted. The fact that the 
national morale is eroded beyond 
repair, is another grave threat to 
national security. 


The policy-makers either did not 
see it coming or they chose not 

to. Their deficit was rising and yet 
they kept borrowing, and in the 
middle of all of that, the pandemic 
struck and they took decisions 
such as not to seek a bail-out from 
the global lending agencies and 
that they shall go organic. 


-15 








16 


\ 

\ , 
\ ’ 
N ’ 
x ’ 
se oa 





ESCALATING THREAT 


The threats which have consistently 
emanated from the non=military 
sources have been glaring at us ever 
since wars began on Earth 


The Food Insecurity 

The most dangerous threat is, 
undoubtedly, the shortages in 
food grains. Children may survive 
without exams and factories and 
vehicles may remain shut for 

want of diesel / petrol but how 
can one live for more than 2-3 
days without food. Masses will 
obviously storm power-centers and 
structures and their agitation will 
hit governance in the coming days. 
Whoever advised the Sri Lankan 
government to go completely 
organic and ban pesticides, did not 
foresee this condition? 


Many activists in India too have 
been condemning the use of 
chemicals, and pesticides and 
advocating heavily to ban their 
use. However, we need to look at 
not just the desired quality when 
it comes to food grains but at the 
needed quantity as well. When 
millions and even billions have to 
be fed, one cannot shift entirely 
to organic farming. Without 
pesticides, there is a risk to crops 
just as with pesticides there is. 
However, in the former case, there 
may be nothing to feed the millions 
with, and in the latter—at least 
food can be made available. When 
production is hit, inflation will set 
in and food will become expensive. 
In every society, organic food is 
expensive because its production 
is limited and without pesticides, 
farming is not cost-effective. 


Also, can the masses of India 

or Sri Lanka afford expensive 
organic food, as the people of the 
Netherlands or Belgium can? This 
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explains why the people of Sri 
Lanka, though they grow quite 
a bit in and outside their homes 
too—are staring at shortages 
today. Obviously, even if they 
grow vegetables or fruits, they 
cannot all grow rice (which is 
their staple food) in their domestic 
compounds. And the farmers 
who grew paddy were told to not 
use pesticides, which impacted 
production overwhelmingly. 


Food has become so unaffordable 
in Sri Lanka, (with a nearly 50 
per cent reduction in productivity) 
that the daily wage earners and 
those already reeling under the 
absence of tourists are finding 

it impossible to feed themselves 
and their families. It cannot even 
import food currently because 
the forex reserves are non- 
existent. Law and order scene is 
understandably grim and is likely 
to turn worse in the near future. 
People are agitating violently. They 
have lost faith in their political 
machinery. Any new regime, if 
brought in, too shall face difficult 
choices. To make the people 
happy with further populism? To 
borrow further? To impose fiscal 
discipline? Difficult choices lie 
ahead, for whoever manages the 
next few years ahead... 


Not to ever undermine the role 

of weapons and / or defence 
forces, but the question remains: 
will a lop-sided emphasis on 
weaponisation and on the military 
dimension of national security 
ensure stability in a nation or ina 
region? 


May 2022 DEFENCE AND SECURITY ALERT 


Will the weapons that Sri Lanka 
has or that were provided to Sri 
Lanka by some giant sellers of 
arms (blinded by their own vested 
interests), now be able to ensure 
the security of this tiny island 
nation? 


The Way Forward 

The break-up of the erstwhile 
super power—the USSR was 

also somewhere unleashed by a 
food crisis, just as the October 
Revolution and earlier, the French 
Revolutions were... And, we still 
have not learnt our lessons. 
Despite watching all of such crises 
unfold—be they in Venezuela at 
some time or in Egypt at some 
time or in Iran at one time, we 
take these non-military threats to 
security very lightly. Hungry, poor, 
and malnourished people cannot 
make a strong nation, just as 
corrupt, crooked, and parochial / 
sectarian ones can’t. 


We must start with the smallest 
possible premise: a hungry citizen 
is a potent national security 
threat. Let us not get into frivolous 
arguments such as how the rich 
and the prosperous are sometimes 
the ones who put the nation—its 
economy and polity at the gravest 
risk. The debate ought not to be 
whether rich or poor threaten a 
nation or even whether political 
Party A or Party B is likely to 
compromise with the security of 

a nation. The issue here at hand 
is that food security must be 
recognized as the most primary; 
and the most immediate threat 
that can undermine a nation’s 
security. Foreign invasions can 
also be dealt with effectively, only 
if well-fed and robust people stand 
solidly behind a stable and strong 
government. 


Also, this threat of hunger has the 
power to destroy the nation and 
its assets—physically, materially, 






morally and socially. And when all 
of these dimensions of national life 
are at their weakest stage, even 

a faint blow by any foreign power 
may bring a nation down, despite 
a stockpile of dangerous weapons 
standing guard. 


One crucial lesson for heavily 
populated nations as we are and 
for fragile economies such as some 
of ours are—is that the hue and 

cry raised over turning organic 

and moving towards zero-budget 
agriculture must be taken with a 
pinch of salt. This is a grey area 
and there are potent landmines on 
which we must tread cautiously. 
Haphazard and on-the-spur 
decisions such as Sri Lanka took, 
will trigger a catastrophe as can be 
seen there today. While the idea of 
not using manufactured / industrial 
goods and / or chemicals in 
agriculture is a noble idea on paper, 
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An activist shouts and holds up burning bread as he protests rising living costs at the entrance of the President’s office in Colombo, Sri Lanka. 


and may perhaps yield dividends 
over the next 7-8 decades, but they 
now cannot be put at stake for this 
ideal future. Tactical plans can be 
initiated at all these levels but not 
radical shifts certainly. Even these 
steps must not disregard the need 
to replenish the soil-health and to 
make agriculture sustainable in the 
long run. 


Even surplus food producers 
such as India is, must not treat 
challenges such as poor storing 
facilities, lapses in the distribution 
network, infrastructural 
weaknesses, and purchasing 
power of the masses—with 
complacency. After all, production 
is one challenge. The need to 
make food grains available and 
affordable is another, and then 
we go on to the next goal which is 
undoubtedly, the quality of what 
we produce and whether we are 
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able to tackle malnourishment 
adequately. 


A nation’s economy must be 
guarded, and sustainability 

ensured in every possible sense. 

Its people must be adequately fed; 
its production (agricultural and of 
manufactured goods) must be robust 
so that people have jobs and they 
can buy food grains. That the forex 
reserves need to be substantial and 
political governance effective, along 
with an overall positive atmosphere 
in the country which is conducive to 
growth; to innovation and excellence; 
and to the development of a strong 
national character—are also the pre- 
requisites of a nation’s secure status. 


And, of course, the safeguarding 
of borders and martyrdom of our 
brave soldiers is then a worthwhile 
achievement and sacrifice 
respectively. DSA 
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SARVATRA SARVOTTAM 
SURAKSHA: 
NATIONAL SECURITY GUARD 


The NSG its attempting to transform itself into a technologically advanced 
force with technically educated troops, capable of handling cutting-edge 





technology. 


artition of the 
subcontinent 

into India and 
Pakistan, in 1947, 
laid the foundation 





of terrorism in 


India. Partition triggered riots, 
mass killings and the migration 

of people in millions. The 
subcontinent witnessed the largest 
forced migration in the history of 
the world followed by the most 


horrifying stories on 14th and 
15th August, 1947. It left a deep 
scar on the heart and souls of 
both countries. Pakistan claimed 
the independent and princely 
state of Jammu & Kashmir to be 





NSG Commandos. 
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a Muslim majority state and only 


after two months of independence, 


Pakistan started launching tribal 
militants in Jammu and Kashmir 
to capture this, leading to the 
Indo-Pakistan War of 1947-48. 


The indecisive result of the war 
affected the geopolitics of both 
countries. This territorial dispute 
gave birth to terrorism in India 
since then until date India has 
experienced almost all forms of 
terrorist attacks from kidnapping 





people, hijacking and blowing 
up planes to militant attacks at 
parliament, religious and other 
important places. 


Due to porous borders with all 

of its neighbours and a lengthy 
coastline, India remains extremely 
vulnerable to foreign terrorists. 

As a result, terrorists and rebels 
continue to obtain material and 
financial assistance - the primary 
drivers of terrorism - from a 
variety of sources. 


The NSG’s commandos hove to go 
through one of the most rigorous 
ey programmes in the world 





NSG commandos engaged in mud crawl training. 
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To protect the country from 
internal and external threats and 
ongoing terrorist activities, along 
with a strong army and border 
forces, powerful intelligence 
agencies also became the need of 
an hour. To enhance the security 
of the nation, several agencies 
were formed and given special 
training to encounter internal and 
external security threats. These 
agencies such as Intelligence 
Bureau (IB), Research and Analysis 
Wing (R&AW), National Crime 
Record Bureau (NCRB), Defence 
Intelligence Agency (DIA) etc. work 


* ot in close collaboration with each 
other. Among the glorious names of 
7 19d 
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these big security units outshines 
a name called National Security 
Guard (NSG). 


National Security Guard 
(NSG) 

National Security Guard is a Zero 
Error force formed to deal with any 
type of hostage situation or a terror 
strike. It was established after 
studying and analysing special 
forces from the British Army 
(Special Air Service), Germany’s 
Border Guard Group 9, Israel’s 
Sayeret Matkal, and the United 
States’ Delta Force. There is a 
deadly combination of soldiers from 
the Indian Army and the Central 
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Armed Police Forces in NSG. It 

is one of the world’s best-trained 
and equipped teams, capable of 
dealing with any crisis. It recruits 
the best and fittest officers after 

a series of rigorous training and 
testing. The total strength of NSG 
is about 14,500. They work in Hits; 
the combat units, which comprise 
five members or four hits. The 
number of hits depends on its 
complexity and the magnitude of 
the operation. 


The motto of NSG is Sarvatra 
Sarvottam Suraksha that means 
‘Omnipresent, Omnipotent Defence’. 
The character of NSG is to pursue 


The motto of NSG is Sarvatra 
Sarvottiam Suraksha that means 


‘“Omnipresent, Omnipotent 





Defence’. 





NSG, 51 SAG (special action group), CQB training at NSG base at Manesar, India. 
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for excellence, lead from the front, 
absolutely no errors, precision, 
speed, surprise and covertness. 
They withdraw immediately as soon 
as their task is over. 


The Special Action Group (SAG), 
which consists of army personnel, 
and the Special Ranger Group 
(SRG), which consists of personnel 
recruited from the Central Armed 
Police Forces and State Police 
Forces, are the two essentials of 
the task-oriented force. 


The NSG also has a National 
Bomb Data Centre, which keeps a 
centralised database of bombings 
recorded in India and around the 
world. All terrorist bombing actions 
are collected, collated, analysed, 
and evaluated by the NBDC, 
which then disseminates pertinent 
information to appropriate law 
enforcement organisations. The 
NSG’s Black Cat commandos 
protect only a few VVIPs, such as 
Defence Minister Rajnath Singh 
and Uttar Pradesh Chief Minister 
Yogi Adityanath. NSG commandos 
are called Black Cats because 

of their black outfit, balaclavas 

or helmets; they wear black cat 
insignia on their uniform. 


The NSG is divided into four 
eroups: 


1. The Special Action Group, 
which is made up of 
commandos and officers from 
the Indian Army and CAPFs, is 
in charge of counter-terrorism 
and counter-insurgency 
operations. 


2. The Special Ranger Group, 
a counter-terrorist squad that 
works alongside the SAG. 


3. Special Composite Group, 
which is led by a group 
commander from the Indian 
Army and oversees regional 
hubs. 





Operation Blue Star. 


4. The Electronic Support 
Group, provides technical 
and electronic assistance. 
The hub also houses a Bomb 
Data Centre, which collects 
and analyses information 
on bombs, IEDs, and other 
explosive devices in order to 
generate reports that can be 
used by other law enforcement 
organisations. 


Establishment of NSG 
Operation Blue Star: The NSG 
was established after an analysis 
of Operation Blue Star under the 
National Security Guard Act of 
1986. During the Operation Blue 
Star, the Indian Army dislodged 
Sikh terrorists who had taken 
control of the Golden Temple. 
The operation emphasised the 
necessity for a more efficient force 


YEARS OF 


The NSG was established atter an 
analysis of Operation Blue Star 
under the National Security Guard Act of 


specialising in counter-terrorist 
operations, hence was born NSG. 
The headquarter of NSG is in 
New Delhi. It functions under the 
umbrella of the Ministry of Home 
Affairs and is commanded by the 
Director-General of the Indian 
Police Service (IPS). The current 
head of the National Security 
Guard is Shri M A Ganapathy. 


Training 
The NSG’s commandos have to go 
through one of the most rigorous 


training programmes in the world. 
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NSG claims that in reality out of 
100, barely 15-20 jawans are able 
to complete all sessions. Every 
commando must undergo rigorous 
physical training divided into 
numerous elements throughout the 
course of 14 months of instruction. 
After completing basic training, 

the commandos go to advanced 
training, which lasts nine months. 


A commando’s training prepares 
them to deal with terrorism, 
house invasions and underwater 
operations. Once that is done, 
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the next stepping-stone is the 
probationary period, where about 
50-70% of the recruits drop out, 
owing to tough competition and are 
permitted to participate in further 
training with global high-skilled 
forces. The physical fitness training 
comprises 26 elements such as: 


e bomb-disposal skills 

e handling the latest weapons 
¢ combat with no weapon 

e camouflage 


e parkour and Pekiti-Tirsia Kali, 
a form of martial arts from 
Philippines. 


e intelligence gathering 
e shooting skills 
e night operations 


e dark room operations 


Incredible Facts about 

NSG 

e The NSG Commandos are taught 
to take headshots only, and 


eeigeweeheteyee BLACK CAT 


two at a time! The double-tap 
approach ensures that the target 
is properly neutralised. 


They are also subjected 
to a warfare inoculation 
programme in which they 


perform an unfathomable act. 


They must stand directly next 
to the target while one of their 
teammates shoots at it. Not only 
that, but they don’t even put on 
the kavach, or bullet-proof vest 


during this drill. 


When it comes to shooting the 
target, they are compelled to 


be so accurate! 


e NSG Commandos fire more 
rounds in a week at “alert 
status” than they do in their 


entire army career. 


° Over the course of two 
months, a commando fires 
about 14,000 rounds (alert). 


Stories Of Valour 


Most of NSG’s operations remain 
classified and their deployments 
are usually not made public. Some 
of the NSG’s known operations 


include: 


1. Operation Black Thunder, 
Golden Temple, Amritsar 
(Punjab) 


The NSG Commandos are taught to 
take headshots only, and two at a 





NSG Training Centre. 
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Operation Black Thunder-I 


e In April 1986, the National 
Security Guard carried out 
an operation to clear out 
extremists and terrorists from 
the Golden Temple Complex in 
Amritsar. 


e The operation was codenamed 
“Operation Black Thunder” 
because of the precision 
and speed with which it was 
carried out. 


e The operation began on the 
night of 30 April 1986, and 
lasted until the early hours of 
Ol May 1986. 


e The entire operation was 
carried out barefooted, 
with troops covering their 
heads, and no one entered 
the temple, preserving the 
holiness of the Golden 
Temple. 


e During the procedure, no 
collateral harm occurred. 


e The forces detained 122 
suspects with no casualties 
among their own men. 


Operation Black Thunder-II 


e The second phase of the 
operation, codenamed 
Operation Black Thunder II, 
was carried out from 10 May 
to 19 May 1988, with the 
same goals as Operation Black 
Thunder-lI. 


e The National Security Guard 
was activated in the early 
hours of 11 May 1988. 


° Terrorists at vantage spots 
were successfully neutralised 
by the snipers. 


° On 13 May, an interim 
cease-fire was declared to 
allow terrorists to surrender. 


—" = 


Abject Surrender: Terrorists coming out of the Golden Temple, Amritsar, during Operation Black 


Thunder-ll. 
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The enfire operation was carried out 
barefooted, with troops covering their 
heads, and no one entered the temple, 

preserving the holiness of the 


e The operation was restarted 
on 14 May and lasted until 
19 May, 1988. 


e 146 extremists surrendered 


during the entire operation 
as a result of the National 
Security Guard’s unwavering 
and dedicated efforts. 


2. Punjab Operation Cloud Burst, 
Punjab 


e To aid civil administration and 


counter growing terrorism, 

in June 1990, the Indian 
Government decided to station 
National Security Guard in 
Punjab’s border districts. 


e From 20 June until 


11 November 1990, the 
National Security Guard 
Task Force was stationed in 
Punjab. 
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Golden Temple. 


The mission was codenamed 
‘Operation Cloud Burst.’ 


The action aided boost 
the morale of the local 
security forces and civil 
administration. 


Terrorist actions declined 
dramatically with the 
establishment of the National 
Security Guard, and public 
trust in local governments 
was restored. 


During the five-month 
period, the National Security 
Guard had seven incidents 
with terrorists, in which 16 
terrorists were killed anda 
large number of weapons and 
ammunition was recovered. 


The National Security Guard 
suffered no fatalities. 
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Terror attack on Akshardham ine in 2002 had killed 32 people. 


NSG commandos are called Black Cats 
because of their black outfit, balaclavas 
or helmets; they wear black cat insignia 
on their uniform. 


3. Operation Gandhinagar, Vajra resulted in the deaths of 30 
Shakti (Gujarat) eiviane. 
e Two armed terrorists entered ‘ 
the Akshardham Temple in 
Gandhi Nagar, Gujarat, on 


The National Security Guard 


Task Force was airlifted from 


24 September 2002. Delhi to Gandhinagar on 
Terrorists’ indiscriminate fire 24 September. 
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e When the Task Force arrived 
at the target location, they 
took control of the situation 
from the police and 
re-established the perimeter 
to ensure that no terrorists 
escaped. 


e The Task Force was divided 
into five small squads in order 
to conduct multiple entries 
in order to neutralise the 
terrorists. 


e The first contact with 
terrorists was made by 
mid-night. 


e However, because of the huge 
amount of space in the temple 
and the surrounding open 
areas, the attackers continued 
moving from one location to 
another. 


e Next day, on 25 September 
2002, Subedar Suresh Chand 
Yadav, in a courageous act, 
managed to close in on one of 
the terrorists and kill him in 
close combat warfare. 


° However, in this effort he 
received deadly bullet wounds 
and was martyred on the spot. 


° The second terrorist was later 
killed by another squad. 


e After handing over the issue 
to local police, the operation 
was called-off. 


e A large cache of firearms and 
ammunition was uncovered, 
and the people who were 
trapped inside the temple 
were safely evacuated. 


4. Operation Chakravyuh, 
Chhattisgarh 


° In 2006, the Central 
Government decided to deploy 
the National Security Guard 
to aid the state administration 
in combating the Naxal 





menace because the security 
situation in Chhattisgarh was 
deteriorating due to intensive 
Naxal attacks on public places 
and security forces. 


e On 16 February 2006, the 
National Security Guard 
Task Force was airlifted from 
New Delhi to Chhattisgarh 
to conduct anti-Naxal 
operations. 


e The government used the 
National Security Guard for 
the first time in anti-Naxal 
operations. 


e Operation Chakravyuh 
was the code name for the 
operation. 


e Over a 45-day period, the 
National Security Guard 
conducted a number of 
operations in which it detained 
a number of Naxals and 
collected a substantial cache of 
weaponry and ammunition. 


e The presence of the National 
Security Guard in the region 
proved to be a powerful 
motivator for State Forces to gain 
moral superiority over Naxalites. 


5. Operation Black Tornado, 
Mumbai 


¢ On 26 November 2008, a group 
of Pakistan-based terrorists 
equipped with A K Rifles, 
grenades, and IEDs carried out 
a series of terrorist attacks in 
Mumbai, including Chhatrapati 
Shivaji Terminus, Leopold 
Cafe, Hotel Taj, Hotel Trident - 
Oberoi, and Nariman House. 


e The National Security Guard 
was airlifted from New Delhi 
to Mumbai in the middle of 
the night on November 26/27. 


e During this operation eight 
hardcore terrorists were 
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NSG officers being briefed by Col Sunil Sheoran at Taj Hotel during in 26/11 attacks in Mumbai. 


Dubbed Operation Black Tornado. 2008. 


neutralised. 


: Because terrorists were 
targeting various places, 
Task Force was appropriately 
divided to engage all targets at 
the same time. 


e Troops entered from several 
entries / gates at Nariman 
House, Hotel Taj and Hotel 
Trident — Oberoi, while troops 
were held-inserted into 
Nariman House. 


e The National Security Guard 
codenamed the operation as 
Operation Black Tornado. 


e The operation was a shining 
example of the tenacity and 
commitment of National 
Security Guard forces, 
during which eight hardcore 
terrorists were neutralised. 


6. Operation Dhangu Suraksha, 
Pathankot 


° On O1 January 2016, a group 
of Pakistan-based terrorists 
attacked the Air Force Station 
in Pathankot with the goal of 
destroying the strategic assets 
stationed there as well as 
causing as many casualties as 
possible. 


e Because of the gravity of 
the situation, the National 
Security Guard was airlifted to 
Pathankot. 
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e When the National Security 
Guard arrived, it promptly took 
control of the situation and 
launched a search and destroy 
operation, deploying various 
squads to neutralise terrorists 
held up in a variety of locations. 


e Due to the dense foliage, the 
vastness of the terrain, and 
lack of cover, the operation 
was extended until late at 
night on 04 January 2016. 


° Six terrorists were neutralised 
by the National Security 
Guard during the operation. 


e The action exemplified the 
National Security Guard’s 
motto, ‘Sarvatra Sarvottam 
Suraksha.’ 


NSG 2.0 

The NSG will soon acquire cutting- 
edge, anti-drone technology and 
will train its commandos to deal 
with technology-enabled strikes. 

In the next ten years, the force will 
have more hubs in different parts 
of the country and will be stronger. 
The NSG is also attempting to 
transform itself into a more 
technologically advanced force with 
more technically educated troops 
capable of handling cutting-edge 
technology. In addition, the military 
is attempting to expand its counter- 
IED capabilities to cover chemical, 
biological, radiological, nuclear, 
and high-yield explosives. BSA 
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RATS: 
COOPERATION OR 
CONDEMNATION? 


Being party to an anti-terrorist organisation, India has the moral high ground 
and legitimacy to reiterate its demand for the adoption of Comprehensive 











Convention on International Terrorism at the UN. 





he withdrawal of agencies across Central and South be counted on, Central Asian and 
NATO forces from Asia. Taliban 2.0 has assured South Asia, along with Russia 
Afghanistan and the that Afghanistan’s soil would not and China are anxious about the 
subsequent take- be used by any foreign terrorist security concerns which range 
over by Taliban, organisation against any country. from radicalisation, extremism, 
alarmed the security While these hollow promises can’t separatism and terrorism. 
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Foreign ministers from Shanghai Cooperation Organisation member states hold a 
issues, including the security situation in Afghanistan. 
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The formation of RATS was a 
result of Chechen insurgency 

in Russia, Uyghur extremism in 
China, the Taliban government 
in Afghanistan, and its resultant 
terror links in Central Asian 
Republics (CARs). With sucha 
volatile and precarious situation 
in the fight against terrorism, 
RATS has been able to provide 
successful intelligence inputs 

to member states which have 
prevented 20 terrorist attacks 
while in the planning stages, 
averted 650 crimes of terrorist and 
extremist nature, and neutralised 
440 terror camps and 1,700 
members of the international 


Cross-border terrorism, hoving 
trans-national links with global 
capabilities of operationalisation has been a 
cause of concern for every state 





terrorist organisation, all within a 
limited span, from 2011-2015. 


The Regional Anti-Terrorist 
Structure (RATS), a permanent 
body under the Shanghai 
Cooperation Organisation (SCO) 
Charter, is a specialised body 
tasked with the responsibility to 
avert the three evils of terrorism, 
separatism and extremism, which 
are interlinked to form a national 
security threat to any state. 


RATS Mechanism 

The Article 6 of the RATS charter 
states that the organisation 
should prepare a database 
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of organisations, individuals 

and their associates who are 
indulged in terror activities. 

It goes to the extent of even 
including non-governmental 
organisations (NGOs) as a 
category of actors who can be 
named in the database. While 
most members of RATS, except 
India, are authoritarian in nature, 
including the nomenclature 
‘NGOs’ as a potential entity 
involved or associated with terror 
activities, serves the interests of 
these authoritarian regimes, in 
order to suppress dissent. RATS 
has the power to collaborate 
with the security agencies of 

the member states to work in 
coherence and in exchange of 
information. This clause has the 
potential to avert terror activities 
right from financing, to training 
and operationalisation of terror 
modules. (Article 7) 


INDIA And RATS 

India, being a continental power 
in Asia, has long been a victim 

of terrorism. Terrorism in India 
has been a phenomenon, which 
grew with Islamisation of Pakistan 
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under General Zia and with the 
rise of Afghan Jihad. Cross-border 
terrorism, having trans-national 
links with global capabilities of 
operationalisation has been a 
cause of concern for every state, 
across the world. In this view, 
RATS has emerged as a reliable 
anti-terror organisation which has 
been able to successfully prevent 
terror activities across Eurasia and 


Central Asia 


In reference to a parliamentary 
query, former External Affairs 
Minister, Smt. Sushma Swaraj, 
answered, that since joining the 
SCO, India has been participating 
in the activities of SCO-RATS. 
The EAM has stated on the 
record, about the role of RATS 

in information sharing. Further 
Minister of State of External 
Ministry, V. Muraleedharan 
highlighted the role of SCO-RATS 


The Afghan fiasco by the West in 
2021, has rekindled co new wave of 
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to rejuvenate cooperation and 
reconnecting with Eurasia, as an 


extended neighborhood. 


It is because of RATS that 

India and Pakistan are both 
engaging in anti-terror exercises, 
which allows a small glimmer 

of hope for cooperation. India 
assumed the chairmanship of 
the Council of RATS for a period 
of one year in October 2021 and 
organised a practical seminar 
for member states on the misuse 
of the internet by terrorists, 
which addressed the areas of 
ransomware, digital forensics and 


cyber-terrorism. 
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Internal Rifts 

SCO’s formation was in the 
background of rise of the Taliban in 
the early 2000s. The Afghan fiasco 
by the West in 2021, has rekindled 
a new wave of terrorism, with terror 
modules being invigorated with 
fresh operatives. To encounter this 
regrouping and fresh assault, the 
joint coordination on information 

is important, but unlike, the early 
2000s, today’s SCO is more of a 
divided house. Pakistan, which 
harbors terrorist organisations is 

a member state, and considers 
India as a rival. China has been 
engaged in a border stand-off 

at Ladakh. Russia, prioritises 

the Collective Security Treaty 
Organisation (CSTO), in dealing 
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with aspects pertaining to security 
and encourages the CARs to follow 
the same. While the CARs clash 
along the lines of ethnicities, 
mineral resources and water. Iran 
is also accused of using proxies for 
its interests. 


Conclusion 

RATS possess the potential of 
delivering its objectives but only to 
the authoritative member states, 
as India the lone democracy, is 
already involved in tensions with 
its two neighbors, who are party 
to the RATS framework. Further, 
the strategic divergence of India 
from the rest of the member states 
compels it to not integrate its 
security apparatus with that of its 
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unfriendly neighbors. 


India’s bilateral ties with China and 
Pakistan are making it tough to 
freely cooperate and reap the benefits 
of RATS. In such circumstances, 
India can engage with CARs 

through the India-Central Asia 
Dialogue, while India and Russia 
can coordinate on issues of terrorism 
through bilateral mechanisms of 
‘2+2’ ministerial dialogue. 


Being party to an anti-terrorist 
organisation, India has the moral 
high ground and legitimacy 

to reiterate its demand for the 
adoption of Comprehensive 
Convention on International 
Terrorism at the UN. DSA 
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DAY OF THE SUN TO 





hho) Kebab aha NORTH KOREA 





NINETIETH ARMY DAY 


While the countries are still concerned about the continuous testing of their 
missiles, it is difficult to anticipate the next step of the North Korean Supreme 


Leader and how to bring back North Korea to the negotiating table for halting 
its nuclear weapons program. 





n 15 April, North 
Korea celebrated 
its much-awaited 
day of the year - 
the 110th birth 
anniversary of its 





great leader Kim Il-Sung. The great 





kim Il-Sung, Founding President of North Korea. 


leader’s cult of personality enjoyed 
a god-like status, dominating every 
sphere of life in North Korea, later 
enlarged by his successor Kim 
Jong-Il and Kim 

Jong-Un. The people of this 
isolated nation, sometimes referred 


ie 
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to as the Hermit Kingdom, have 
spent the entirety of their lives 
under the dictatorial rule of the 
Kim Dynasty. Having established 
himself as an astute commander 
and defender of the people, his 
birth anniversary was renamed the 





‘Day of the Sun’ three years after 
his death in 1997. This day also 
marks the beginning of the year 
according to the Juche Calendar 
adopted by the country and 
celebrated as the Juche New Year. 


On this day, the people pay 
homage to the great leader and 
gather around Kim Il-Sung square 
for the landmark anniversary. 
This year, Supreme Leader Kim 
Jong-Un attended a national 
meeting at his grandfather’s 





mausoleum but gave no public 
remarks. The celebrations in 
the past included a goose-step 
military parade, massive dance 
performance, music concert, 
cultural show and fireworks near 
the Taedong river. Interestingly, 
Pyongyang skipped the military 
parade on this year’s birth 
anniversary of the revered 
leader and instead carried out 
the grand military parade on 
25 April to commemorate the 
90th anniversary of the Korean 


His birth anniversary was renamed 
the ‘Day of the Sun’ three years after his 


Idealized portrait of Kim Jong-il. 
Picture credits: The Church Times 


death in 1997 
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nuclear mi 


People’s Revolutionary Army 
(KPRA). Though it was anticipated 
that North Korea might use this 
occasion to test-fire a nuclear 
missile, the regime only showcased 
its potent arsenal of nuclear 
weapon delivery systems to project 
its military might. 


Violating Norms 

The Hermit Kingdom has advanced 
its nuclear weapons program 

by violating the international 
norms and carved out a deterrent 
position in the world. The idea 

of developing nuclear weapons 

can be traced back to the Cold 
War when Kim II] Sung expressed 
his interest in the weapons after 
consolidating statehood based on 
communism and since then his 
legacy has been carried out by the 
next generation of Kim dynasty. 
The Korean War (1950-193), which 
began with the North invading 

the South, continues to this day 


i NORTH KOREA 


as no peace agreement has been 
concluded between the two states. 
Since the war, Pyongyang has 
been actively engaged in nuclear 
activities to become a full-fledged 
nuclear weapon state. 


North Korea embarked on the 
journey of sophisticated nuclear 
missile development with the 
assistance of the Soviet Union 

in 1956. The DPRK believes that 
nuclear weapons are tools that 
provide security to the state and 
act as deterrence against South 
Korea and its ally US. It has 
steadily accelerated its nuclear 
weapons program from 2006-2016 
and has often used Kim Il-Sung’s 
birth anniversary to showcase its 
nuclear capabilities. 


In September 2017, Pyongyang 
detonated a thermonuclear bomb, 
believed to be sixteen times 
stronger than the Hiroshima atomic 


bomb. Despite the announcement 
to suspend its nuclear activities, 
Pyongyang resumed the activities 
of Tunnel 3 at Punggye-ri which 
has been used as a test site for 

its nuclear weapons. In March 
this year, a few weeks before the 
celebration of its founder’s birth 
anniversary, North Korea tested yet 
another Intercontinental Ballistic 
Missile (ICBM), the Hwasong-17, 
capable of reaching the US. The 
launch of ICBM Hwasong-17 was 
notable as Kim Jong-Un was seen 
celebrating the missile launch in 
a dramatic Hollywood-inspired 
montage. Kim later highlighted the 
importance of strengthening their 
self-reliant defence and military 
capabilities “to cope with all crises 
in the future”. It was anticipated 
that North Korea might use the 
occasion to test nuclear weapons, 
however, on 17 April, Pyongyang 
tested a tactical weapon designed 
to boost its nuclear capabilities. 
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North Korea’s ICBM programme hits new heights. 
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Pyongyang detonated oa 
thermonuclear bomb, believed to be 
sixteen fimes stronger than the 

Hiroshima atomic bomb 


Force Multiplier 

Through these instances, it is 
apparent that North Korea is dead 
set on becoming a deterrent force 
against the US and its neighbour, 
South Korea. It has tested small 
to medium-range ballistic missiles 
and might soon conduct a nuclear 
test to increase the diplomatic 
pressure on its enemies. As per 
recent reports, North Korean state 
media declared that the country 
has gained an “invincible power 


that the world cannot ignore and 
no one can touch” under Kim 
Jong-Un, a possible reference to 
its nuclear missiles. 


The 90th anniversary of the 
Korean People Revolutionary Army 
was marked by late-night military 
parade and displayed its new 
missiles, including the recently 
tested Hwasong-17. Possessing 
nuclear weapons technology was 
vital for ensuring the regime’s 
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survival by countering internal as 
well as external threats. Despite 
stringent economic sanctions, 
North Korea surprisingly managed 
to enhance its defence and 
deterrence. North Korea’s senior 
official stated that the nation 
would overcome all difficulties 
and always emerge victorious. 
Pyongyang has ramped up its 
nuclear missiles as the diplomatic 
talks stalled since the Trump 
administration. While the 
countries are still concerned about 
the continuous testing of their 
missiles, it is difficult to anticipate 
the next step of the North Korean 
Supreme Leader and how to 

bring back North Korea to the 
negotiating table for halting its 
nuclear weapons program. DSA 
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Most importantly, before any major military conflict Is initiated on the Earth, 
a smart adversary would position his space assets at key jumping-off points 
in space to better enable surprise attacks. If countries invest in Space 
Situational Awareness (SSA/SDA) sensor networks (RADAR and optical) 

on the ground and in space, then they can be pre-warned of impending 
space attacks, and then are presented with the opportunity to confront the 
adversary at the United Nations, and possibly prevent the ensuing terrestrial 


conflict. 


Abstract by which he feels the next space 
The importance of outer space war will be conducted. These are 
satellites and their supporting based on his unclassified analyses 
systems cannot be overstated. of past military history, and of 
Their use in the civil and classical Military Principles of 
commercial world to provide War"! and Sun Tzu’s Art of War!" 
communications, weather, applicability to Space Warfare 


navigation, timing and Earth 
resources monitoring provides 
major advantages to those who 
employ the information generated 
by these systems. However, due 
to the global reach of these space 
systems, advantages are provided 
to both friendly and adversary 
militaries. Beginning with the 
use of space systems to support 
military operations during the 
Arab-Israeli conflicts, and in 
Desert Storm, both major and 
minor players are considering 
how denial of space capabilities 
to their adversaries will be a 
force multiplier on terrestrial 
battlefields. 


Based on the author’s extensive 


experience in this theoretical area, 
he has developed essential “Rules” Space war. 
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(see author’s additional papers). 
Since a full-up space war has not 
yet occurred, all of these concepts 
are notional and unproven, much 
like air warfare doctrine was only 
theoretically understood prior 

to World War II. Nonetheless, 





it is very important to better 
understand how a future space 
war might be conducted to ensure 
favorable outcomes for the more 
prepared country, and for better 
outcomes for the world, in general, 
post space conflict. 


Keywords—Outer space military 
warfare theory, outer space 
military doctrine, space policy, 
military space warfare, how to 
fight and win the next space war. 


Introduction 

The future of outer space 

warfare is rapidly approaching. 
There is a significant build-up 

of space warfare capabilities by 
some major countries which 

rely on space systems for their 
defence or perceive that their 
potential adversaries depend 

too much on space capabilities 

to conduct terrestrial warfare. 
Because of the lack of significant 
experience by countries in this 
new military domain, it is difficult 
to fully understand what the best 
doctrine, strategies and tactics are 
to win the next space war. Based 
on the author’s study of military 
history for the past 50 years, and 
his direct involvement with space 
warfare programs for the past 41 
years, he has developed general 
rules by which the next space war 
will be conducted. These “Top 40 
Rules” are an extrapolation of well- 
established Principles of War for 
terrestrial conflicts applied to the 
unique outer space environment 
where orbital dynamics restrict 
what is possible for Anti-Satellite 
(ASAT) weapon systems attack 
profiles. 


Due to the large distances (tens of 
thousands of kilometers) between 
the Earth and military satellites, 
it is difficult to track and fully 
image these systems to assess 
their abilities as potential threats 
to national security. In addition, 





very few countries possess the 
worldwide space surveillance 
assets to track movements of 
suspicious space objects that 

may be maneuvering towards 
critical national assets. Even for 
those few countries that possess 
significant space sensor systems, 
it is very difficult to continuously 
track satellites that initiate their 
maneuvers in areas with no sensor 
coverage (such as Antarctica). A 
recent computer simulation by the 
author showed that 95 per cent 

of possible space attacks could 

be completed within 24 hours, 
which is before any reactions on 
the ground can be contemplated, 
approved or completed. Thus, one 
of the conclusions of this “Top 

40 Rules” study is that space 
warfare favors the offense. Another 
conclusion of this paper is that, 
due to the remoteness of space, 
countries that take actions against 
an adversary’s satellites can do so 
under a cloud of secrecy, without 
the general population of the 
world becoming aware of these 
aggressive actions. Thus, space 
warfare adds new, and subtler 
rungs on the conflict escalation 
ladder, where countries can 
express intent and resolve to their 
adversaries without necessarily 
inducing terrestrial conflict. 


Top 40 Rules To Fight And 

Win The Next Space War 

1. First Top Principle of Space 
Warfare: 


Dominating and Survivable 
Pre-Conflict Satellite Positioning 
and Extensive Satellite On-Board 
Maneuvering Fuel are of most 
importance. 


2. Second Top Principle of 
Space Warfare: 


Perceptive Space Situational 
Awareness (SSA) and Predictive 
Battlespace Awareness (PBA) will 
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dominate any offensive weapons 


capabilities. 


3. Third Top Principle of 
Space Warfare: 


Effective Doctrine and Decisive 
Political Will is most necessary to 
counter adversary military actions 
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in the space environment. 


Top Rules for Outer Space 
Warfare: 


4. Maneuver: 


A satellite’s ability to frequently 
conduct large, small or continuous 
maneuvers, especially just before 
and during a space conflict, might 
be the best capability to keep 
your adversaries guessing as to 
your space control intentions and 
planning, besides complicating 
his targeting solutions, especially 
when they may lack worldwide 
space surveillance sensor 
coverage. 


5. Unusual Orbits: 


Unusual orbits increase the 
difficulty of your adversaries to 
determine your intentions or target 
you quickly. 
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6. Pre-Conflict Positioning: 


Since it is very difficult to change 
orbits at the last minute (especially 
changing orbital inclination), 
immediate space combat can 
only be fought with the current 
resources on hand in the local 
area. There will be no 
trans-conflict redistribution 

of space forces to help those 
forces under immediate attack. 
Thus, pre-conflict positioning 

of space assets is possibly the 
most important aspect of space 
strategies. This principle is 
related to the other fundamental 
principle of maximizing the high 
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maneuvering abilities of space 


assets. 
7. Value of Space: 


Due to the newness of space 
warfare, your adversary probably 
does not fully understand the 
value of space both to himself 
and to his adversaries. This 
complicates his ability to prioritise 
his targeting plans and may 
contribute to him wasting precious 
maneuvering fuel and limited 
“shots” from space weapons, 
along with ceding time and tempo 
advantages to the other side. 


Mixing military and commercial 
systems on the same setellites 
imcrease the chances of soace conflict 
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8. Political Consequences: 


Due to the newness of space 
warfare, our adversary and 
probably ourselves do not 

fully understand the political, 
diplomatic, economic and 
international ramifications of 
employing space weapon systems, 
especially post-conflict. 


9. Effective Doctrine: 


Due to the newness of space 
warfare, our adversary and probably 
ourselves do not fully understand 
the best theory, doctrine, strategies, 
tactics and techniques for 
conducting optimised space warfare. 
Big mistakes will be made by both 
sides. 


10. Mistakes Will be Made: 


Due to the newness of space 
warfare, most carefully laid 

plans, doctrines, strategies, 
tactics, techniques, political, 
technological and correlation of 
forces assumptions will prove false 
and be immediately thrown out 

(or worse, be so dearly held, they 
lead to immediate defeat). This 
rule equally applies to both sides 
of the conflict, unless one side is 
lucky enough to have gotten space 
doctrine slightly more correct than 
the opposing side. 


11. Vary Space Weapon Types: 
Due to the newness of space 


warfare, it might be best to 
possess different phenomenology 
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Space weapon systems with varied 


basing options to increase the 
chance you developed your pre- 
planning and space doctrine right 
for a type of conflict that has never 
occurred before. Remember, in all 
previous wars the first casualties 
are most, if not all, of the pre- 
conflict plans. 


12. Define Winning: 


The concept of “winning” in space 
warfare is not clearly defined. 

Its definition may be made by 
political leadership with limited 
technological, or military knowledge, 
and may be based on purely 
political, propagandistic or failed 
doctrinal principles. Your adversary 
will certainly have a very different 
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Having space forces that are Superior In 
numbers and technological quality are 
useless if there is not the political will 
to fully and quickly use them 


definition of winning, which means 13. Space Debris: 

both sides may perceive they have 

“won” the space conflict, and Creation of too much space debris 
derive quite different conclusions during space conflicts may make 
losers out of all sides after the 


that will dominate their military, 
conflict, in the long term. 


political, diplomatic and economic 

ial and t 
cena a“ penne 14. Future Political Impacts: 
strategies) thinking for decades 


to come. One’s space strategies You may be assured that after 


employed during the conflict should the conduct of a major space 
take this into consideration to war, national and international 
place your nation into a favourable protocols, treaties, rules of 
position, post-conflict. conduct, and alliances will be 


orbit at such a low altitude. The spatial density of objects increases at high latitudes. 
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radically changed for space. One’s 
space strategies employed during 
the conflict should take these into 
consideration to place your nation 
into a favourable position, 
post-conflict. 


15. Adversary Post-Conflict 
Reactions: 


You may be assured that after 
the conduct of a major space 

war, your adversaries, and other 
nations, will learn from this war, 
and probably build-up their own 
space weapon capabilities, even if 
necessarily covertly. One’s space 
strategies employed during the 
conflict should take these into 
consideration to place your nation 
into a favourable position, post- 


conflict. 
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70% of all cataloged objects are in low-Earth orbit (LEO), which extends to 2000 km above the Earth’s surface. To observe the Earth, spacecraft must 


16. Space Escalation Ladder: 


Due to the remote nature of space 
systems, the world’s populace may 
be kept in the dark (especially for 
low-level space conflicts) of what 
is truly happening, which provides 
additional more subtle rungs, 

on the conflict escalation ladder, 
allowing nations to privately 
exhibit resolve and to send 
determined political messages. 


17. Space Warfare Inherently 
Conflict Destabilising: 


Because a small, relatively 
inexpensive space mine can 
take out a large billion-dollar 
satellite critical to the conduct 
of your military operations, and 





actual satellite point defence is 
problematic due to probable ASAT 
hypervelocity closing speeds, then 
offence is better than defence 

in space warfare, making it 
inherently unstable for conflict 
escalation. 


18. Quick Space Attacks 
Possible: 


Due to the remote nature of 
satellites in space, small-scale space 
attacks may be initiated, executed 
and completed before the recipient 
even knows he is under attack, who 
is attacking, what are their attack 
strategies and goals (end states), 
and when can an uncomprehending 
senior political leadership validate 
the attack and respond ina 
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military, political, diplomatic or 
economic manner. Large-scale 

space attacks may be initiated, 
executed and completed within 


24-48 hours. Without adequate and 
timely Space Situational Awareness 


(SSA) and determined political will, 


an adversary can easily get within 
your Observe, Orient, Decide, Act 


(OODA) command and control loops 


for space, and shock and confuse 
them. 


19. Space Exhibits Escalation 
Imbalances: 


Due to the remote nature of 
satellites in space, and the 
difficulty for space surveillance 
assets to determine the true 
nature of space attacks, and 


EXCELLENCE 





739 





O 





40 ~ 


NY. May 2022 DEFENCE AND SECURITY ALERT 





because space attacks may be 
initiated, executed and completed 
within 24-48 hours, there is a 
good chance that the side who 
initiates space attacks first will be 
the side that wins the space war. 


20. Covertness and Surprise of 
Prime Importance: 


Due to the remote nature of 
satellites in space, and the 
difficulty for space surveillance 
assets to determine the true 
nature of space attacks, and 
because space attacks may be 
initiated, executed and completed 
within 24-48 hours, covertness 
and surprise will significantly 


contribute to winning the space war. 


21. Joint Military and 
Commercial Space Use: 


Mixing military and commercial 
systems on the same satellites 
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increases the chances of space 
conflict escalation due to the 
general populace immediately 
becoming aware of the effects of 
satellite loss, and placing pressure 
on political leadership to take 
precipitous actions. Thus, the 
nuances of steady and reasoned 
escalation control are lost. 


22. Space Only Benefits 
Terrestrial Systems: 


Space conflict is all about denying 
satellite support to military forces 
or civilian populations on Earth; 
not simply the elimination of 
satellite systems for destruction 
sake or as a space “score-keeper.” 


23. Small Space Forces Can 
Beat Larger 


As in many other conflicts, past 
and present, having space forces 
that appear superior in numbers 


and technological quality on paper 
does not guarantee a “win” under 
all circumstances. There are many 
examples throughout thousands 
of years of the military history of 
numerically inferior forces beating 
their “betters.” Many times, it is 
the forces with better doctrine, 
planning, morale (political will) or 
positioning that win. This can only 
be truer for a new area of conflict 
in space that has little, if any, past 
military examples and experiences. 


24. Decisive Political Will: 


Having space forces that are 
superior in numbers and 
technological quality are useless 
if there is not the political will to 
fully and quickly use them. This 
principle may imply dictatorships 
are more at an advantage than 
democracies. Hesitation and 
uncertainty can rapidly lead to 
failure in outer space warfare. 
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25. Space Situational 
Awareness and Weapons 
Range: 


It does not matter how plentiful or 
how brilliant your adversary space 
weapon systems are if they cannot 
find or reach your critical space 
systems. If you are constantly 
maneuvering so that he cannot 
find you, or your satellites are in 
hard-to-reach orbits, or have low 
observables, or you possess many 
believable satellite decoys, then he 
can never dominate you. 


26. Public Opinion Will Limit 
Military Options: 


Even though space wars entail 
very few, if any, human casualties, 
international public opinion values 
Space wars as more politically 
unacceptable compared to 
terrestrial destruction and loss of 
human life from traditional warfare 
on Earth. In addition, space wars 
will fire the imaginations, good or 
bad, of your citizens, along with 
much of the rest of the World that 
is not actively participating in the 
conflict. 


27. Allies Count Little Militarily 
for Space Wars: 


Due to the limited number of 
countries with future space 
weapons systems and their 
attendant need for covertness 
along with international political 
sensitivities, each adversary will 
probably have to go it alone, 
and his allies cannot or will not 
significantly help him openly in 
the coming space conflict. 


28. Space Treaties Will be 
Violated: 


Most space treaties will be violated 
in the first few hours of the coming 
space war. International treaties 

have usually been violated in most 
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Commercial satellite operators 
whose expectations are that the military will 
protect their space systems during 
conflicts will have co rude awakening 


previous major terrestrial conflicts, 
and due to the remoteness of 
space, treaties concerning the 
military use of space are easier to 
ignore, especially when the World 
populace may not even be aware of 
this ongoing space conflict. 


29. Data Relay Satellites Are 
Prime Targets: 


Possibly the most important space 
targets will be those satellites 

that relay data and commands 
directly to other satellites in 
remote orbits, making them choke 
points for critical space systems. 
This is particularly true for those 
countries without extensive world- 
wide satellite ground control 
stations. 


30. Defence vs. Offence: 


Those nations that have more 
space systems being used by 
their military also have more 
space systems to defend, and 
probably must emphasise defence 
over offence in their technology 
developments and in their military 
planning. If your adversary has 
few space systems, then there are 
fewer targets for your offensive 
Space weapons, and you must 
emphasise defence, unless you 
believe that you have perfect 
Space Situational Awareness, and 
you know all of your adversaries’ 
and their allies’ offensive space 
weapons and believe you can 
target and neutralise these early 
in the space conflict before he can 
fully implement his offensive space 
warfare plans. 
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31. Space Situational 
Awareness Is Prime: 


Because of the inherent instability 
of offence vs. defence in space 
warfare, the most important 

tool for senior military and 
political space leaders is space 
surveillance and identification 
sensors with corresponding 
automated assessment algorithms, 
particularly those that provide 
Predictive Battlespace Awareness 
(PBA). 


32. Space Warfare Systems Are 
Untested: 


If your adversaries’ space warfare 
systems are untested in real, 
sustained combat, then their true 
abilities against you are uncertain, 
and probably possess “cracks in 
their armor.” Unfortunately, the 
same is probably true of your 
Space warfare systems (whether 
you believe this or not), but the 
true vulnerabilities and failure 
points of both sides may not be 
obvious or believable. However, be 
assured, due to the new nature 

of space warfare, they do exist in 
plenitude. 


33. Differing Cultures and 
Military Traditions: 


Because your adversaries probably 


come from different cultures and 
military traditions than your own, 


then they have a higher probability 


of detecting your space warfare 
systems’ non-obvious “cracks in 
their armor” than you do, and vice 
versa. 
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34. You Are Always Vulnerable: 


As in all military matters since 
time immemorial, due to the 
cleverness of human beings, 
especially under stressful combat 
conditions, your adversaries will 
ultimately find your vulnerabilities 
and get through any defences you 
may fool yourself into thinking are 
“invulnerable.” 


35. Decisive Commander: 


For those countries at war with 
roughly equal space warfare forces, 
the main decisive factor would 

be which country may be lucky 
enough to discover and believe 

in the one decisive commander 
who is a genius in space warfare 
organisation, doctrine, strategies 
and tactics. This is especially true 
for the non-traditional nature of 
space warfare. In addition, those 
countries with the least meddling 
in military matters by their 
politicians might be the decisive 
factor in winning the war (though 
possibly “loosing” the peace 
afterwards). 
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36. Little to No Human 
Casualties: 


Because space warfare involves 

little to no human casualties, 
commanders can be particularly 
decisive and cold-hearted in their 
planning and execution compared to 
terrestrial warfare. As Maj Gen Roger 
G. DeKok (deceased) has previously 
stated: “Satellites have no mothers.” 
In addition, morale and courage on 
the battlefield are of less importance, 
though command decisiveness 
remains a critical factor. 


37. Low-Cost Offensive 
Weapons: 


Due to the hyper velocities of space 
orbits, one cannot adequately 
armor your spacecraft, and a small, 
relatively inexpensive space mine 
can take out a large billion-dollar 
satellite critical to the conduct of 
your military operations. 


38. Space “Fog of War”: 


The potential for confusion 
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known as the “Fog of War” is 

well documented for terrestrial 
battlefields - it will be even worse 
for space warfare due to the 
newness of this theater for conflict, 
the tremendous distances involved 
and the global nature of space. 


39. Commercial Satellites Are 
on Their Own: 


Commercial satellite operators 
whose expectations are that the 
military will protect their space 
systems during conflicts will have 
a rude awakening. 


40. Checklist Vulnerability: 


Operators who are trained to 
respond to unusual situations by 
“checklist” actions can be easily 
spoofed and manipulated by a 
clever adversary, especially ina 
contested environment with denied 
or degraded communications 

to higher headquarters (rule 
suggested by Paul Day). 


Conclusion 
The future of outer space warfare 








YEARS OF 
EXCELLENCE 





is upon us, but the theory, 


doctrine, strategies and tactics 

are uncertain. A quote from Leon 
Trotsky is appropriate here: “You 
may not be interested in war ... 
but war is interested in you.” 
Whether you believe in outer space 
warfare, or are desperately trying 
to prevent it, conflicts in space 

will happen nevertheless, as space 
is way too important to remain 

a sanctuary while major military 
conflicts are raging on Earth. 
Space remains way too important 
to the ultimate outcome of the 
terrestrial battlefield and may 
indeed cause fewer casualties than 
extended conflicts on the ground. 


Most importantly, before any 
major military conflict is initiated 
on the Earth, a smart adversary 
would position his space assets 
at key jumping-off points in space 
to better enable surprise attacks. 


If countries invest in Space 
Situational Awareness (SSA/ 
SDA) sensor networks (RADAR 
and optical) on the ground and 
in space, then they can be pre- 
warned of impending space 
attacks, and then are presented 
with the opportunity to confront 
the adversary at the United 
Nations, and possibly prevent the 
ensuing terrestrial conflict. 


I will leave you now with two more 
quotes: 


1. General George S. Patton: “If 
everyone is thinking alike, 
then somebody isn’t thinking.” 


2. General Hugh Trenchard: “The 
great captains are those who 
think out new methods and 
then put them into execution. 


Anybody can always use the 
old method.” 
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